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Abstract: This advice should be followed before starting to use the computer. Even if the 

computer is not connected to the Internet, the operation of a good antivirus on the computer ensures 

the safety of data and the stability of the computer operation. All popular antiviruses are effective 

today, but you are required to update the virus detection database and set them correctly. 

 

Necessary measures should be taken against spyware and other malicious programs (malware). 

Antivirus software can sometimes need help fighting viruses, spyware, and other malware, meaning 

that antivirus software alone cannot fight malware. 

Beware of suspicious and infected sites 

Accessing the infected site will cause the computer to be infected with a virus. Nowadays, search 

engines (Google) can provide information about infected sites, that is, if you want to access infected 

sites from Google search results, Google will warn you about it. For example, www. Go to 

google.co.uz, type a website address and see the recommendation in the search result. 

Never open email attachments before checking them with an antivirus. 

Since e-mail is now considered the main means of spreading viruses, open and read only e-mails that 

have been checked by an antivirus. 

Antivirus software should automatically scan your computer for viruses. 

Most antivirus programs these days have this feature, so you should set your antivirus program to 

automatically scan your computer at least every two days. This method prevents the newest viruses 

from getting onto your computer. 

Be careful about the files you save to your computer on the Internet. 

If you actively use the Internet, you save a new program, music or clip to your computer almost every 

day, and do not forget to be careful in this process. Check the newly saved files (usually with the 

extension .exe, .zip, .rar) with an antivirus program. 

Do not use counterfeit (Cracked) programs. 

This advice will benefit the future. True, many users are not in a hurry to buy paid programs, because 

there are a lot of paid programs on the Internet that already have "cured" - registration keys. No one 

can guarantee that these programs are free of viruses, so whenever possible, use programs that are free. 

In the following articles, I will show you how to perform common tasks on a computer using free 

programs. Of course, it is necessary to use only those tools that you consider necessary, not all the 

tools considered for the prevention of virus infection. 

1. Diskettes containing non-modifiable files should be pasted with a write-protecting cutout. it is 

necessary to create a write-protected logical disk on the hard disk and place only used programs 

and files on it without modification. 

2. To protect against viruses, it is advisable to use resident software filters either always or whenever 

possible. 
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3. Before rebooting the computer from the hard disk, make sure that there are no diskettes in the A: 

drive to avoid virus infections that spread through the bootable sectors of diskettes. If there is a 

diskette in there, open the diskette door before reloading. 

4. If you want to reset the computer from a diskette, use only an operating system write-protected 

"reference" diskette. 

5. In the AUTOEXEC.VAT command file, which is executed at DOS startup, it is desirable to put a 

program-checker call to check for changes in files, specifying a small list of files as parameters. 

6. Files you create or modify should be archived periodically. Before archiving files, it is advisable to 

run a program to diagnose the presence of viruses in advance to make sure that the computer is free 

of viruses and to avoid placing corrupted or damaged files in the archive. 

7. It is not necessary to copy software from other computers, because it may be infected with a virus. 

8. After you receive or develop any software product or document, you should create a standard 

archived copy of the corresponding files so that these files can be easily restored in the event of a 

computer virus infection. 

9. Before using imported diskettes, it is necessary to check for the presence of a virus using a 

program-detector. This is even useful if you only want to use data files on these disks - the sooner 

you spot a virus, the better. 

10. Unattended persons should not be allowed to work on the computer, especially if they do not have 

their own diskettes. In most cases, the cause of computer virus infection is a computer game that 

was brought on a diskette and someone played it on the computer for 10-15 minutes. If it is not 

possible to get rid of access to the computer by random persons (for example, in a training center), 

it is advisable to place all or almost all programs on the computer's hard disk on a write-protected 

disk. 

11. If the computer has a hard disk, always have a "system" diskette in a safe place, that is, a diskette 

from which the DOS operating system can be loaded. 

12. It is necessary to collect programs to detect and eliminate various computer viruses. These 

programs should be placed on a diskette that should be stored in a safe place. It is advisable to keep 

the instructions for its use together with this diskette. 

If you think your computer is infected, follow these tips: 

1. If your computer is connected to the Internet, immediately disconnect the Internet connection, 

because some viruses can cause more damage to your computer through the Internet. 

2. Back up the most important and necessary information (documents, photos and other files) to flash 

drives or CD/DVD discs. 

3. If your computer does not have an antivirus program, install it. If possible, bring and install on 

another disk or flash drive and update the virus detection database. If you have an antivirus 

program, be sure to update the virus detection database. 

4. Check the hard disk of the computer with an antivirus with an updated virus detection database. 

5. Go to the website of the manufacturer of the antivirus program and if there are special utility 

programs that help to remove the virus from the computer, use them to clean the computer from 

viruses. 

6. If the data on the computer hard drive has been erased, contact a computer wizard for data 

recovery. Do not write new data to the hard drive until the master checks the hard drive and 

restores the data on it. 
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