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Methods of Testing Logical Control Systems
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Annotation: Issues of conducting test trials of logical control systems of technological equipment in general
and software of systems in particular are considered. Methodology of loading testing of the logical control system core is
proposed and number of testing trials, including consumption of CPU resources, consumption of RAM and estimated time
of logical control program cycle carried out. Methodologies of calculation of mean time between failures of logical control
system are given.

Keywords: logical control, controller, logical control system, testing, mean time between failures.

Introduction

Considering wide range of problems faced by developers of logical control systems (LCS) and, in particular, of machine
automation systems, the task of testing and debugging such systems can be noted. Review of various literature sources and
scientific works on this topic showed that today there is no comprehensive unified methodology allowing fully and with the
required quality to carry out the testing process of control systems and electrical automation systems of machines.

Each newly designed LCS is developed for specific control object, in consideration of features of its operation, user
requirements and reliability parameters. Moreover, the system has unified part — the set of modules and components, the
presence of which is necessary for interaction with most different types of control objects. Adaptation of logical control
systems for a specific control object is carried out by developing a logical control program. This leads developers to the
need to make high demands on the quality of debugging of this software. Software testing is not an easy task because this
process cannot be fully formalized. Large-scale programs do not have the necessary exact etalon. Therefore, a number of
indirect data is used as a guideline, which cannot fully reflect the characteristics and functions of software developments
that undergo the debugging process. They are selected so that the correct result is calculated even before the software is
tested. Otherwise, some preliminary calculations have approximate character, and if the machine result falls within the
expected range, wrong decision about the correctness of the program will be made. [1, 2]

From the point of view of ISO 9126, the quality of software can be defined as the aggregate characteristic of the studied
software in consideration of the following components:

» Reliability (impermissibility of failures in operation; the property of the object to maintain operative state for some
time or some operating time);

» Tracking (possibility of carrying out the process of improvement, optimization and elimination of software defects
after the transfer to operation);

» Practicality (implementation of certain amount of work required for execution, and the individual assessment of such
performance by specific or intended circle of users);

» Efficiency (correlation between the level of quality of software functioning and the amount of resources used under
specified conditions);

» Mobility (portability from one environment to another);
» Functionality (correspondence of the functionality of the software to the functionality set required by the user).

We will consider a number of practical tasks of conducting testing trials of real logical control systems developed by the
team of scientists from “Computer control systems” department of MSTU “STANKIN”| (Russia).

Development of methodology for calculating mean time between failures

Technical parameter called the mean time between failures is used as one of the criteria for the reliability of systems, and
characterizes the average duration of the system between repairs and reflects the average time per failure (expressed in
hours). Methodology based on the recommendations set in GOST 27.301-95. “Reliability in technology. Reliability
calculation. Key points” is carried out in our work. For the core of the logical control system, the mean time between
failures will be understood as the time until necessity to completely restart the system. As a criterion, the value of which is
estimated and by which a decision is made to reboot the system, we take the cycle time of the logical control core. If the
system failures (critical error occurs) or if the cycle time exceeds a permissible value (10 ms for tough real time and 100 ms
for soft real time), it is necessary to reboot the system. Reliability indicators are calculated for a specific sample of logical
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control systems. The initial data for calculating the reliability indicators are the values of the operating time of the studied
sample. [10-12]

To calculate the probability of failure-free operation, the following formula is used
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Where Py — assessment of the probability of failure-free operation at t, moment of time r; — number of failures, S; — number
of objects in the studied equipment sample, operating time of which is more than t,;. Py is calculated for each of the
intervals t;_ till ti.

The dependence of the probability of failure-free operation on time is determined by the following function:

P(t) =exp(—at —ay,t’) @)

Where a; and a, — constant coefficients. The function allows predicting the dependence of the probability of failure-free
operation on time beyond the time studied during the experiments. Mean time between failures is determined by:
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The geometric meaning of Tcp is the area under failure-free operation dependence graph. Next, we consider example of
calculating the mean time between failures of a logical control system. For this, tests on five similar prototypes were
conducted. For them there is a selection of mean times between failures. The time intervals of the sample are divided as
follows: 1000, 1200, 1500, 1700 and 2000 hours. According to the formula, we will calculate the probability of failure-free
operation for each of the operating times obtained during the testing trials:
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Figure 1 shows the theoretical graph of the exponential function, constructed according to the formula; the points obtained
during testing are highlighted in orange. The results obtained during experimental studies are close to theoretical.

The calculation of the mean time between failures showed that the failure-free operation of the logical control core exceeds
1000 hours, which corresponds to the system requirements. The probability of failure after continuous operation for more
than 1500 hours is significantly increased.
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Figure 1. Dependence of the probability of failure-free operation on operating time
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The main reasons for the failures were the “hangings” of the logical control core, which is associated with increase in the
consumption of computing resources with increase in operating time. As a preventive measure when working with the core
of logical control system to eliminate potential failures, it is worth rebooting the system at least once every 1200 hours of
operation.

Conclusion

Issues of testing logical control systems were in focus of the work. Load testing was carried out, the purpose of which was
to verify the compliance of the system with the requirements. Load testing allowed obtaining an integrated assessment of
the quality of the system and evaluating latent defects.

Analysis of results of load testing shows that on all computing platforms exponential increase in consumption of processor
resources is observed with increase in complexity of the logical control program. The dependence of the RAM amount
occupied on the complexity of the logical control program is linear. In the 64-bit version of the operating system
(highlighted in orange on the histogram), the RAM amount occupied by the logical control core is higher than in the 32-bit
version by 10-35% depending on the complexity of the logical control program. Cycle time of logical control varies
linearly with increasing complexity of the program. The operation of the logical control core under the real-time operating
system showed that it is possible to guarantee compliance with tough real-time conditions if the logical control program has
less than 20000 functional blocks.

Calculation of mean time between failures showed that the failure-free operation of the logical control core exceeds 1000
hours, which corresponds to the system requirements. The probability of failure after continuous operation for more than
1500 hours is significantly increased. The main causes of failures were the “hangings” of logical control core, which is
associated with increase in computing resources consumption.
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