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Abstract: The article is aimed at creating methods for preventing cyberattacks in a cloud
environment and analyzes modern approaches and mathematical models for cloud security. Cloud
technologies are important in ensuring the security of corporate and personal data, but they require
new approaches to protecting against cyberattacks. The article shows the importance of cloud backup
and disaster recovery systems, and also analyzes mathematical models and algorithms for preventing
cyberattacks in cloud systems, including approaches based on probability theory, statistical analysis,
machine learning (ML), and artificial intelligence (Al).
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Introduction

Cloud backup is an essential part of an effective cloud security program. It helps protect
against threats such as ransomware and malware, as well as against accidental or malicious changes
or sabotage to cloud assets. Cloud backup allows an organization to send a copy of files or entire
systems (such as virtual machines or containers) to a cloud-based location. The copy is stored in a
cloud data center and can be restored if the original data is lost. Cloud backup services typically
charge based on the storage space used, data transfer bandwidth, and access frequency. They can be
used to back up both on-premises and cloud-based resources.

Another important function of cloud backup is disaster recovery. Traditionally, disaster
recovery involves creating an entire secondary data center and switching to it in the event of a
disaster. This solution is expensive to deploy in a single organization and is out of reach for smaller
organizations. Cloud disaster recovery solutions are an attractive alternative, allowing organizations
to easily deploy copies of their systems in the cloud and activate them on demand in the event of a
disaster.

Methods

A cloud-native application is software designed to run on a cloud infrastructure. There are
many definitions of cloud-native applications, and the term is often used interchangeably with
microservices architecture. Cloud-native applications typically have the following characteristics:

Resilient - Cloud-native applications are able to handle failures as a normal event, without
downtime or service interruptions.

Agile - cloud-native applications are developed using automated continuous integration /
continuous delivery (CI/CD) processes and are composed of small, independent components that can
each be developed and updated rapidly.

Efficiency - Cloud-native applications are easy to test, deploy, and manage. They have
advanced automation that manages system components throughout all stages of the lifecycle.

Observable - Cloud native applications easily expose information about application status,
failures. Each component in the system is responsible for generating meaningful logs to provide

insight into its performance.
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In the field of cybersecurity, the creation of methods for preventing cyber attacks in a cloud
environment is gaining great importance along with the development of modern technologies and
data exchange. Although cloud technologies have expanded the possibilities of storing, processing
and sharing corporate and personal data, the problems of ensuring their security are also increasing.
As cyber attacks become increasingly complex and traditional protection methods are insufficient,
the development of new scientific approaches, mathematical models and algorithms is required.
Below, the processes of creating mathematical models and algorithms for preventing cyber attacks in
a cloud environment, testing them through experiments and analyzing the results through graphs are
considered in detail.

Cybersecurity issues in cloud environments are mainly focused on ensuring the
confidentiality, integrity, and availability of data. Data wide on a scale spread and virtual resources
dynamic nature because of traditional security measures enough For example , Distributed Denial of
Service (DDoS) attacks can theft , harmful programs (malware) and users personal information break
such as threats cloudy in the environment wide spread . Such attacks prevent to take for complicated
mathematician models and algorithms working exit necessary .

Results

Cloudy in the environment cyberattacks determination and prevent to take for various
mathematician models are used . These between probability theory , statistics analysis , machine
machine learning and artificial artificial intelligence (Al) based models important place Below this
models main aspects and their application seeing is released .
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Figure 1. Attack probability and damage connection .

Probability theory based on cyberattacks determination for information flow statistic in terms
of analysis to do For example , the network normal and abnormal traffic movements distinction for
probability distributions Poisson distribution using network packages arrival frequency modeling If
the packages arrival speed known one from tmhe border If it increases , it is a DDoS attack . sign to
be possible .

Mathematician in terms of , Poisson distribution with the following formula is expressed as :
Ae=2
k!

PX=k)=
Here:
A —average number of events,

k — number of observed events,
e is the base of the natural logarithm.
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Statistical analysis can measure how much a data stream deviates from a normal distribution
to detect anomalous behavior. If the deviation exceeds a certain threshold, it is considered a sign of a
cyberattack.

Machine learning (ML) and artificial intelligence (Al) technologies are widely used in
detecting and preventing cyberattacks. ML algorithms can analyze large amounts of data and identify
abnormal behavior. For example, algorithms such as Support Vector Machines (SVM), Neural
Networks, and Decision Trees are effective in detecting cyberattacks.

The SVM algorithm is used to solve two-class classification problems. This algorithm aims to
separate the data with the highest margin. Mathematically, the SVM solves the following
optimization problem:

miglg llwl|?with conditiony;(w - x; + b) = 1, Vi
w,

Here:

w is the vector normal,

b — displacement parameter,
X i— data point,

y i— categories (1 or -1).

Neural networks, on the other hand, are used to study large amounts of data and identify
complex patterns. They can be used to detect abnormal behavior in network traffic.

Experiments were conducted to test the created mathematical models and algorithms.
Experiments for real cloudy in the environment taken information dataset used . Data The set
includes normal and abnormal movements. own inside Experiences as a result following results taken

Probability theory based model: Poisson distribution DDoS attacks using 85 % accuracy in
detection However , this model is different . kind of attacks in determining not much effective it's not

Machine-made education algorithms : SVM algorithm 92% accuracy using result taken from .
Neuron networks and 95% accuracy to the index achieved . These results with car education
algorithms cyberattacks in determining high efficiency shows .

Experiments the results to describe for following graphs compiled :

Accuracy Chart : Various algorithms accuracy indicators compared . Neuron networks the
most high accuracy showed .

Table 1.Accuracy percent .

Algorithm Accuracy (%)
Probability Model 85
SVM 92
Neuron networks 95

Error Level ( Error Rate ) Graph : Probability theory based on in the model mistake level high
if yes , by car to teach in algorithms this indicator low was .

Table 2. Error level .

Algorithm Error Level (%)
Probability Model 15

SVM 8

Neuron networks 5
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Performance Execution Time Graph : Neuron networks other to algorithms relatively more

takes time , but their accuracy level high .

Table 3. Performance time .

Algorithm Performance  Time  (
seconds )
Probability Model 2
SVM 5
Neuron networks 10
Conclusion

Cloudy in the environment cyberattacks prevent to take for mathematician models and

algorithms working exit modern cybersecurity the most important from directions is one . Probability
theory , statistics analysis , machine education and artificial intellect based on approaches
cyberattacks determination and prevent in receiving high efficiency Showing . Experiments results
this It turns out that the machine teaching algorithms , in particular neuron networks , cyberattacks in
determining the most high accuracy provides . In the future this models further improvement and
them real cloudy in the environment application cybersecurity further reinforcement opportunity

gives .
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